VudopmanmoHHast IaMsTKa IS O0yYaIOIIMXCS

C KaskObIM TOJAOM MOJIOJIEKM B MHTEPHETE CTAHOBUTHLCSI OOJIbINE, a IMIKOJbHUKM OTHU
U3 CaMbIX aKTUBHBIX IIOJb30BaTesnet PyHera. Mexny TeM, MOMMMO OIPOMHOIO
KOJIMUECTBA BO3MOXHOCTEN, MHTEepPHET HeceT M IIpobjeMbl. JTa IaMSITKa I0JDKHA
TIOMOYb Tebe 6e30ITacHO HaXOOUThCS B CETH.

KoMmiibloTepHblie BUPYCHI

KoMMbIOTEPHBIVI BUPYC - 3TO Pa3sHOBUIHOCTb KOMIIBIOTEPHBIX IIPOTPaMM,
OTJIMYUTEIbHOV OCOOEHHOCTBHIO KOTOPO¥ SIB/ISIETCSI CIIOCOOHOCTh K pa3sMHOXeHMIo. B
IOTIOJIHEHME K 3TOMY, BUPYChl MOTYT IMOBPEIUTH MM TOJHOCThIO YHUUTOXKUTH BCE
daiyibl M OaHHbIe, ITOAKOHTPOJbHbIE ITI0JIb30BATEN0, OT MMEHM KOTOpPOro Oblia
3alylneHa 3apaskéHHasl MporpamMma, a Takke IIOBPeAuTh WM Aaske YHUUTOKUTH
omepalMoOHHYI0 CUCTeMY cO BceMu daitmamMy B 1[eJIoM. B OOJbIIMHCTBE CIy4aeB
PacCIIpOCTPaHSIOTCSI BUPYChI Uepe3 MHTEPHET.

MeTompb! 3aLIUTHI OT BPeLOHOCHBIX ITPOTPAMM:

1. Mcnonb3yit coBpeMeHHbIe OlepaliOHHbIe CUCTEMBI, MMEKIIMe CePbE3HBIN YPOBEHD
3aIUTBI OT BPeIOHOCHBIX IPOrPaMM;

2. IMocTossHHO ycTaHaBAMBal Mmautu (LUM@pPoBbIe 3aIUIATKM, KOTOpPble aBTOMAaTUUYECKU
YCTAHABIMBAIOTCS C LIeJbI0 MOpPaOTKM MpPOTrpamMMbl) M IOpyrue OOHOBJIEHUS CBOEiA
OIepalMoOHHOM cucteMbl. CKauMBai UX TOJBKO C OUIIMAIBHOIO CcaiiTa pa3spaboTymKa
OC. Eui cymiecTByeT peskMM aBTOMAaTUUYeCKOT0 OOHOBJIEHMSI, BKITIOUM €r0;

3. PaboTait Ha CBOeM KOMITbIOTEpE IO, IIpaBaMy I10JIb30BaTeIs, a He aAMUHUCTPATOPA.
OTO He IMO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX ITPOTPaMM MHCTA/UIMPOBATHCS HA TBOEM
MepCOHaIbHOM KOMIMbIOTEPE;

4. Victionib3y#t aHTUBUPYCHBIE IIPOrPaMMHBbI€ TTPOAYKTHI MU3BECTHBIX ITPOMU3BOUTEIEN, C
aBTOMAaTUYECKMM OOHOBJIEHNEM 6a3;

5. Orpannub Gu3MYeCKuit JOCTY K KOMITbIOTEPY JJIs1 TOCTOPOHHUX JINIL;

6. Vcrionb3yit BHeIIHMEe HOCUTeNN MHbOpMalLu, Takue Kak ¢iemnika, IUCK win dain
13 MHTepHEeTa, TOIbKO U3 MpodepeHHbIX MICTOUYHUKOB;

7. He oTKpbIBaii KOMIIbIOTepHbIe (aiiibl, TTOJydYeHHbIE U3 HEHaAEXHBIX MCTOYHUKOB.
Iaxe Te daiinbl, KOTOpbIe MPMUCIAT TBOV 3HAKOMBIA. JIy4llle yTOUHM y HEro, OTIIPaBJIsIT
JIVL OH Tebe UX.

CeTn WI-FI

Wi-Fi - 370 He Buj Inepemauy GAHHBIX, HE TEXHOJIOTMS, a BCEro JIMIIb OpeHI, MapKa.
Emie B 1991 rogy HumepiaHackasi Kommnanust 3apeructpupoBana operpn «WECA», uTo
obo3Havano ciaoBocouyetanme «Wireless Fidelity», KOTOpBIii IepeBOAMTCS Kak
«0ecIpoBOIHAS TOUHOCTbY.



Ilo Hamiero BpeMeHM JOIIA Jpyrasi abopeBmaTypa, KOTOpasl SIBJISIETCSI TaKOi Ke
TexHoJyiorueit. 9to abbpeBuarypa «Wi-Fi». Takoe Ha3BaHMe ObLIO TaHO C HAMEKOM Ha
CTaHAAPT BBICIIMI 3BYKOBOVM TexHMKM Hi-Fi, yTO B mepeBone O3HayaeT «BbICOKAs
TOYHOCTb».

Ila, 6ecruiaTHbBIN MHTEPHET-OOCTYM B Kade, OTeISIX 1 aspOoropTax SBJSIETCS OTIMYHOM
BO3MOXHOCTBIO BBIXOJla B MHTepHeT. HO MHOrmMe SKCIEpPTbl CYUTAIOT, UTO
obmemoctynubie Wi-Fi ceTu He SIB/ISIIOTCSI 6€3011aCHBIMMA.

CoBeTbl 110 6e30MacHOCTY paboTe B 00IIe0CTYITHbBIX ceTsix Wi-fi:

1. He mepenmaBait cBow nMuHyl0 MHboOpManuio dyepes obiemoctyrnHble Wi-Fi ceTn.
Paborasi B HuX, KeJlaTeJIbHO He BBOIUTH Iapojiu AOCTYIIA, JIOTMHbI M KaKue-TO HOMepa;

2. Vicrionb3yit 1 0OHOBJISI/I aHTUBYUPYCHBIE TIpOrpaMMbl ¥ 6paHaMayep. Tem caMbIM Thbl
obe3omacuiilb ce6st OT 3aKaYKy BUpPYyca Ha TBOE YCTPOICTBO;

3. Ilpu wucmonb3oBanum Wi-Fi orkmioun ¢yHKumio «O6mmit goctyn K daitmam u
npuHTepam». JlaHHasg QYHKIMS 3aKpbiTa [0 YMOJTYAHUIO, OJHAKO HEKOTOpbIe
TI0/Tb30BaTE/M aKTUBUPYIOT €€ /)il yI0O6CTBa UCITOIb30BaHMs B paboTe min yuebe;

4. He ucrnionw3yit myonmuubiii WI-FI gjist mepemaum JIMYHBIX JAHHBIX, HaTlpuMep IJIsi
BBIXO/Ia B COLIMA/IbHbIE CETU WM B 3JIEKTPOHHYIO ITOUTY;

5. Wnonw3yit ToNbKO 3aimiuineHHoe coenuuHeHne dyepes HTTPS, a e HTTP, T.e. mpu
Habope Beb-azipeca BBOAYM MMEHHO «https://»;

6. B moOwibHOM TenedoHe oOTKIouM GyHKuMio <«[lomkmiouenme K  Wi-Fi
aBpTomMaTtuvecku». He mormyckail aBTOMaTUueCckoro NOAK/IIOUYEHNS YCTPOICTBA K CETIM
Wi-Fi 6e3 TBoero corsacus.

ConmanbHbIe CETU

ColmasnbHble CeTU aKTMBHO BXOHSIT B HAIlly KM3Hb, MHOTME JIIOAM PabOTAIOT U JKUBYT
TaM IMOCTOSIHHO, a B Facebook yke 3apernctprpoBaH MUIMAP[I, UeIOBEK, UTO SIBIISIETCS
OJIHOJ cegbMOJi BCeX >KUTeseil MmiaHeTbl. MHOTMe IMOJb30BaTe/JX He MOHUMMAIOT, YTO
nHbopmalys, pasMmelleHHas] MMM B COLMaIIbHBIX CETSIX, MOXKeT ObIThb HalijeHa U
MCIO0JIb30BaHa KeM YTOJJHO, B TOM UMCjIe He 00s13aTeIbHO C 61aTMMM HaMepeHUSIMU.

OcHOBHBIE COBETHI 110 6€30MaCHOCTI B COLMAJIbHBIX CEeTAX:

1. OrpaHnyp CIMCOK Apy3eil. Y TeOsT B APY3bSIX HE HO/SKHO OBITh CAyYailHBIX U
HEe3HAKOMBIX JIIOZEIf;

2. 3amuiai CBOI0 YaCTHYIO XKM3Hb. He ykasbiBait maposi, TenedoHbl, ajapeca, JaTy
TBOET0 POXIeHUS M [OPYrylo JAuuHylo MHOOpMalyioo. 3JI0yMbBIIIIEHHUKA MOTYT
MCIOJIb30BaTh Aaske MHPOpMAIMIO O TOM, KaK Tbl M TBOM POIUTENM TIJIaHUpPYyeTe
MMPOBECTU KaHUKYJIbI;



3. 3anuMIai CBOI penyTaluio - JepsKM ee B YMCTOTE U 3aaBaii cebe BOIIPOC: XOTeJT ObI
ThI, YTOOBI IPyTHE TI0JIH30BATEIN BUAELM, UTO ThI 3arpykaelib? [lomgymait, ripesxkae uem
YTO-TO OITyOJIMKOBATh, HAIIUCATD U 3aTPY3UTh;

4. Eciv ThI TOBOPUIIb C JIFOABbMM, KOTOPBIX He 3Haelllb, He UCIIOJb3yil CBOe peasibHOe
UMS U JPyTyI0 JUYHYI0O MHDOpMaALMu: MMSI, MECTO >KUTEIbCTBA, MECTO y4eObl U
rnpouee;

5. N36erait pasmemenus Gororpaduii B IHTEepHeTe, Iie Thl M300pakeH Ha MECTHOCTH,
10 KOTOPOJ MOKHO OIIPEIeIUTh TBOE MECTOIOJIOKEHME;

6. Ilpu perucTpauuym B COLMAJBHON CETM HEOOXOAVMO MCIIOJb30BaTh CJIOKHbIE
MapoJIu, CocTosIIe U3 6YKB U 1P U ¢ KOJIMYECTBOM 3HAKOB He MeHee §;

7. [I71s1 COIMAIbHOV CETH, TTIOUTHI U APYTUX CAITOB HEOOXOAMMO MCII0JIb30BaTh pa3HbIe
rmaposu. Torga ecau Tebst B3JIOMAIOT, TO 3JIOYMBIIUIEHHMKY ITOYYAT JOCTYI TOJIBKO K
OLHOMY MeCTY, a He BO BCe Cpasy.

BHEKTPOHHBIE JEeHbI'N

OneKTpOHHbIe NeHbI'M — 3TO OYeHb YAOOHBIN CrOcob TaTexkeit, OAHAKO CYLIeCTBYIOT
MOILIEHHUKM, KOTOPbIE XOTST IMOJIYYUTD ITU JEHbIN.

BJIGKTDOHHI)IE OJEeHbI'M ITOABUJINCL COBCEM HEOABHO M MMEHHO M3-3a 3TOrO BO MHOI'MX
rocygapCTBax g0 CMUX IIOp He MPOMMCaHO IMPO HMUX B 3aKOHAX.

B Poccun ke oHM GYHKIMOHMPYIOT M O HUX YKe IIPOMMCAHO B 3aKOHe, Ie uX
pasmessioT Ha HECKOJIbKO BUIOB - aHOHMMHbBIE ¥ He aHOHMMHbBIe. Pa3HuIia B TOM, UTO
AHOHMMHBIE - 3TO Te, B KOTOPBIX pa3pelraeTcs IPOBOAUTH oIlepanuyu 6e3
UIeHTUGUKALIMM TI0/Ib30BaTe/IsI, @ B HEAaHOHMMHBIX MIAEHTUGUKAIMY T0JIh30BaTES
SIBJISIETCSI 00S13aTe/IbHO.

Takke ciaegyeT pasauuaTh 37eKTPOHHbIe (uaTHbIe AeHbIU (PaBHbI rOCYAAPCTBEHHBIM
BAJIIOTaM) ¥ 3JIEKTPOHHble HeduaTHble IOeHbrM (He paBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM).

OCHOBHbBIE COBETHI 110 6€30I1aCHOI paboTe C 3TeKTPOHHBIMMU A€HbTaAMM:

1. TIpuBSKM K CcYETy MOOMIIbHBIN TejieOH. ITO caMblii YIOOHBIN M OBICTPBIN CIIOCOO
BOCCTAaHOBUTD JIOCTYII K cueTy. [IpuBsizaHHbIN TeaedoH ITOMOKeT, ecyiv 3a0y/Ielllb CBO
IUIaTeXXHbINM apo/ib UK 3aiIelllb Ha CAT C HE3HAKOMOTI'0 YCTPOMCTBA;

2. Ucnonb3yit ogHOopa3oBbie Maposu. Ilocsie mepexoma Ha YCWJIEHHYIO aBTOPMU3ALUIO
Tebe yke He OyZIeT yrpokaTh OMAaCHOCTh KPasky WIIM TTepexBaTa IIaTeXHOTO MapoJis;

3. Boibepyu IOKHBIN Taposb. [IpecTynmHuMKaM OyaeT He IIPOCTO YrajgaTh CAOKHBIN
naposb. HaziesxxHble maposi — 3TO Mapojiu, KOTOPble COAepsKaT He MeHee § 3HAaKOB U
BKJIIOUAIOT B CebsI CTPOUHbIE U IPOIMMCHBIE OYKBBI, IIM(PPbI M HECKOIbKO CHMMBOJIOB,
TaKye Kak 3HaK gosuiapa, GyHTa, BOCKIMIIATE/IbHbIN 3HaK U T.11. Hanpumep, StROng!;;



4. He BBOIM CBOM JIMUHbIE JaHHbIE HA CAlTaXx, KOTOPbBIM HE NOBEPSCIIb.
BHEKTPOHHaH IIOHTAa

OJleKTpOHHAas TTI0UTa — 3TO TEXHOJIOTUS U ITPeNoCTaBsieMble el0 YCIYTH 10 Tlepechblike
Y TIOJTYYEHUIO 3JIEKTPOHHBIX COOOIIEHNT, KOTOpbIE PaCIpeiessIioTCs B KOMITbIOTEPHOI
ceti. OOGBIYHO 3JEKTPOHHBIM TIOUTOBBIN SIIUK BBINISIAUT CJIEeAYIOIMUM 00pa3oM:
MMS_TI0JIb30BaTesI@uUMs_noMeHa. Takke Kpome repeaun IMpoCTOro TeKCTa, MMeeTCsT
BO3MOXHOCTb IlepeiaBaTh (paiisibl.

OcHOBHbIE COBETHI 10 6e30I1acHOo paboTe ¢ JIeKTPOHHOI ITOUTOI:

1. Hamo BeIOpaTh MpaBWIbHBIN ITOYTOBBIN CEPBUC. B MHTEpHETE €eCTh OIPOMHBII BHIOOD
OecIIaTHBIX TOYTOBBIX CEPBUCOB, OJHAKO JIYUIlle MOBEPSITh T€M, KOTO 3HAeIllb U KTO
[IePBLI B PeMTUHTE;

2. He ykasbIBaii B JIMUHOMN TOUTe JMUHYI0 MHGOpMalmuio. Hampumep, ayuiie BbIOpaTh
«MY3bIKQJIbHBIV_(aHaT@» min «pok2013» BMecTo «Temal3»;

3. Vicrionb3yii ABYX9TAITHYIO aBTOPU3alMi0. OTO KOT/ia IIOMMUMO MapoJis Hy>KHO BBOAUTD
KO/, MpucChblIaeMblii 110 SMS;

4. Boibepu CJIOXKHBIN ITaposib. IS KaskgOro IMOYTOBOIO SINMKA IO/KEH OBITh CBOJA
HaJleXXHbIN, YCTOMYMBBIN K B3JIOMY [1apOJIb;

5. Ecim ecTh BO3MOSKHOCTh HAIlMCaTh CAMOMY CBOJ JIMUHBINA BOIIPOC, UCIIOIb3Yil 9TY
BO3MOXHOCTbD;

6. VCrionb3yil HECKOJbKO ITOYTOBBIX SIIMKOB. [lepBbIli [Jis1 YAaCTHOWM IMEePernucKku ¢
agpecataMu, KOTOPBIM Tbl JAOBepsiellib. OJTO 3JE€KTPOHHBIN aapec He Haao
MCII0JIb30BaTh P perucTpaimum Ha hopymax u cairax;

7. He otkpbiBaii daiiabl 1 Apyrue BIOXKEHUSI B MMUCbMaxX Jake eCay OHU IMPUILIA OT
TBOMX Apy3eit. JIydllle yTOUHM Y HUX, OTIIPABJISIIIN JI OHYM Tebe 3Tu ¢aiibl;

8. IMocie okOHYAaHMS PabOThI HA TOYTOBOM CEPBMCE Tepen 3aKPbITMEM BKJIAJIKM C
caiiToM He 3a0yIb HaxkaTb Ha «BbINATIY.

Kuo6epOy/uIMHT MM BUPTYabHOE U3eBaTeIbCTBO

KubepOy/tMHr — Tpec/ieoBaHMe COOOLIEHUSIMU, COOEpPKAIIMMM OCKOPOIeHMS,
arpeccuio, 3amyruBaHue; XyJUTaHCTBO; COLMaJIbHOE OGOMKOTMPOBAaHME C ITOMOIIBIO
Pa3IMYHbIX MHTEPHET-CEPBIUCOB.

OCHOBHBbIE COBETHI IO 60pbOE ¢ KMOEePOYITMHIOM:

1. He 6pocaiics B 60it. JIyumimii crioco6: MOCOBETOBAThCSI KaK Ce0sI BECTU U, eC/IM HeT
TOTO, K KOMY MOXHO OOGpaTUTBCSI, TO BHaudajie YCIOKOUTbCS. Ecau Thl HayHeIb
OTBEUYATh OCKOPOJIEHMSIMM Ha OCKOpOJeHMS, TO TOJbKO eIle OOJbIlle Pa30sKellb
KOHQJINKT;



2. YripaBJisiit cBoeii Kubeppenyraliueit;

3. AHOHMMHOCTb B CeTM MHMMas. CYI.LIeCTBYIOT CITOCOOBI BbIYICHUTb, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTouT BecT XyJIUMraHCKMi1 06pa3 BUPTYaIbHO XXu3HMU. IHTepHET PUKCUpyeT Bce
TBOM JEVCTBUS U COXpaHSIeT UX. YIAIUTDb UX OYAEeT KpaifHe 3aTPYyIHUTENbHO;

5. Cobromait CBOi BUPTYa/IbHYIO YeCTh CMOJIOY;

6. UrHopupyii enuHMYHBI HeraTuB. OmHOpa3oBble OCKOPOUTETbHbIE COOOIIEHMS
Jy4iiie UTHOPMpoBaTh. OOBIYHO arpeccys MpeKpamaeTcs: Ha HayaJabHOM CTaauUM;

7. ban arpeccopa. B mporpammax oOMeHa MTIHOBEHHBIMM COOOIIEHUSIMM, B
COLIMAJIbHBIX CETSIX €CTb BO3MOXHOCTb OJIOKMPOBKM OTIPABKM COOOIIEHUI C
orpe/ieIeHHbIX aJIpecoB;

8. Ecnu ThI cBuperenb KubepOy/uimHra. TBOM [OEMCTBUSI: BBICTYNUTH IPOTUB
npecjaefoBartesis, IOKa3aTb €My, 4YTO €ro [elCTBUSI OLI€HMBAIOTCS HETaTUBHO,
nojiepXkaTb SKePTBY, KOTOPOM HYyKHA IICMXOJIOTMYeCKasi TIOMOIb, COOOLIUTD
B3pOCJIBIM O (paKkTe arpecCMBHOTO MOBeEeHUS B CETH.

Moo6wuibHBIi Tej1iedoOH

CoBpemeHHble cMapTGOHBI ¥ IUIAHIIETHI COJepskaT B cebGe BIIOJSHE B3POC/bIN
GyHKIMOHANA, WM Telmepb OHM MOTYT KOHKYpMPOBAaTb CO  CTalMOHAPHBIMU
KoMIbloTepamyu. OIHAKO, CPEACTB 3aIUThI [JIT MOJOOHBIX YCTPOMCTB IOKa OYE€Hb
Masio. TecTMpoBaHMe ¥ IOMCK YSI3BMMOCTE B HUX IPOMCXOOUT HE TaK MHTEHCUBHO,
Kak a8 [1K, To ke camoe KacaeTcst U MOOMIIbHBIX ITPUIOKEHUIA.

CoBpeMeHHble MOOWJIbHbIE Opay3epbl YyKe TMpaKTUUeCKM [IOTHAIM HACTOJbHbIE
aHaJIOTM, OJHAKO paciuupeHue QyHKIMOHAIA BieYeT 3a CO00i OOIBIIYIO CJIOKHOCTD U
MEHbIITYIO 3alIUIIEeHHOCTD.

Ianeko He Bce IMPpON3BOAUTEJIN BbIITYCKAIOT O6HOBJ'[€HI/ISI, 3aKpbIBAOIIME KPUTUUECKHME
YA3BMMOCTHU OJII CBOUX YCTpOﬁCTB.

OCHOBHbIE COBETHI 11151 6e30I1aCHOCTY MOOMIBHOTO Te]'[e(l)OHaZ

1. Huuero He sIBsIeTCST MO-HACTOSIIeMy OecriiaTHbIM. Byab ocToposkeH, Beob KOTIa
Tebe IpeaaraloT 6ecIyIaTHbI/ KOHTEHT, B HeM MOTYT ObITbh CKPBIThI KaKkie-TO IIJIaTHbIe
YCIIYTH,

2. [lymaii, ripexkze yem oTnpaBuTh SMS, doto mnm Bumeo. Thl TOUHO 3HAEIlllb, I/Ie OHU
OyIyT B KOHEYHOM UTOTE?

3. Heo6xo11Mo 0OHOBJISITH OTIepaIMOHHYIO0 CUCTEMY TBOEro cMapT¢oHa;

4. Vicrionb3yit aHTMBUPYCHbBIE ITPOTPAMMOBI 711 MOOWMJIBHBIX TeJie)OHOB;



5. He 3arpy>1<a171 MIPUIOKEHNMA OT HEM3BECTHOI'O MCTOYHMKA, B€b OHU MOI'YT COAEpP>KaTb
BpeaoHOCHOeE ITpOorpaMMHOe OGECHE‘IEHI/IG;

6. [Tocsie Toro Kak Thl BhINIEIIb C CaiiTa, IAe BBOAWI JUMUYHYIO MHPOpMaLMio, 3aiiiu B
HaCTpoJiky bpay3sepa u ymanu cookies;

7. HepI/IO,E[I/IquKI/I HpOBepHﬁ KaKue IjiaTHbI€ YCJIYI'YM aKTUBMPOBAHbLI HAd TBOEM HOMEDPE,

8. JlaBaii cBOi1 HOMep MOOMJIBHOTO TejiedOoHa TOJbKO JIIOASIM, KOTOPBIX Thl 3HAEIIb U
KOMY JIOBepsiellib;

9. Bluetooth momkeH OBITH BBIK/IIOUEH, KOrAa Thl MM He TOJb3yelllbcs. He 3a0bIBait
MHOTA ITPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHble OHJIAMfH-UTPbI - 3TO KpacouHble, 3axBaTbIBAIOIIMEe pa3BeueHNs,
00beIVHSIONIE COTHYU ThICSY UeJIOBEK I10 BceMy MUpY. Irpoku 1cCaenyoT JaHHbI UM
MMp, OOIIAIOTCS JIPYT C OPYrOM, BBIIOJHSIIOT 3aJaHMsI, CPaKAIOTCSI C MOHCTpaMM U
MOJy4aloT OIBIT. 3a YIOBOJALCTBME OHM IUIATST: IIOKYIAlOT MOMCK, OIUIauMBalOT
aboHeMeHT My IIpuobpeTaloT Kakue-TO OMIINUMN.

Bce 3TM cpenctBa MAYT Ha TMOAJepKaHMe M pasBUTHE UTPbI, a TakKe Ha camy
0e30MacHOCTh: COBEPIIEHCTBYIOTCSI CUCTE€Mbl aBTOPM3AllMM, BBIITYCKAIOTCS HOBBIE
naTuy (M@ poBbie 3aIUIATKY 1JISI TPOTPaMM), 3aKPbIBAIOTCS YSI3BMMOCTM CEPBEPOB.

B HO,E[OGHI)IX urpax CTOMUT OIIaCaTbCsI HE CTOJIBKO CBOMX COIIEPHMKOB, CKOJIBKO KpaXn
TBOETO I1apoOJisl, Ha KOTOPOM OCHOBAHA CMCTEMA aBTOPM3alliU OOJIBIIMHCTBA urp.

OcCHOBHBIE COBETHI IO 6€30IaCHOCTY TBOETO UT'POBOr'0 aKKayHTa:

1. Eciiu npyroit urpok BefeT cebsl TI0X0 UM CO3[IaeT Tebe HENPUSITHOCTH, 3a06JI0KUPYit
€ro B CITMICKe UTPOKOB;

2. HO)K&HYﬁCH AIMMHUCTPATOpaAM MIPbl Ha IIIOXO€ IIOBEeAdEeHMEe J3TOro WMrpoka,
JKeJIaTe/JIbHO IPUJIIOKNUTD KaKMe-TO JOKa3aTe/JIbCTBa B BMAE CKPUHOB;

3. He ykasbiBait 1MuHyio MHGOpMalLuio B mpodaiiie Urpsl;
4. VBaxkayi pyrux y4aCTHUKOB I10 UTpe;

5. He ycranasnuBaii HeoduiuaibHble MaTYM U MOJbI;

6. Vcrionb3yit C71I05KHBIE M pa3HbIe MapoJin;

7. Ilaxke BO BpeMsI UI'Pbl He CTOUT OTK/IIOYATh aHTUBUPYC. [Toka ThI uTpaellb, TBOM
KOMITbIOTEP MOTYT 3apa3suTh.

OUUIMHT UIN Kpa’ka JIMIYHbIX JaHHDbIX



OOBIUHOJA Kpa>1<e171 JeHer M OJOKYMEHTOB CEerogHsi yXe HMKOro He yAMBUIIb, HO C
pPa3BUTHEM I/IHTepHET-TeXHOJIOI‘I/Iﬁ 3JIOYMBIIVIEHHUKN II€EpEMECTUINCh B UHTEPHET, U
IIPOOOJ/IDKAaIOT 3aHMMATbCA «JTI0OVIMBIM» JeJIOM.

Tak mosiBU/Iach HOBasl Yrpo3a: MHTEPHET-MOIIeHHNYeCTBa Wi QUIIMHT, IJIaBHas 11eJb
KOTOPOTO COCTOMUT B TIOJIydeHUM KOH(MIEHIMAAbHBIX TaHHBIX IIOJb30BaTeaeil —
JIOTMHOB ¥ TapoJeii. Ha anrnmiickom si3bike phishing untaercst kak ¢puimuHr (ot fishing
— pbIObHas JoBJIs, password — mapoJib).

OCHOBHbBIE COBETHI 110 60pbOE C QUIMHTOM:

1. Cnenu 3a cBOMM akKKayHTOM. Eciu Thbl TOJ0O3peBaelllb, YTO TBOSI aHKeTa ObLia
B3JI0MaHa, TO He06X0IMMO 3a6JIOKMPOBATD €€ U COOOIINTh aAMUHUCTPATOpPaM pecypca
06 9TOM KaK MOXHO CKOpee;

2. MCHOJ’IbBYf/I 6e3o01acHbIe Be6-CaI>)ITbI, B TOM 4nucje, MHTEPHET-MAra3smHOB U
ITIOMCKOBBLIX CUCTEM,

3. Vcronb3yii cIoskHbIe M pa3Hble Mapoiayu. Takum obpa3om, ecyin Tebsl B3JIOMAIOT, TO
3JIOYMBIIIJIEHHUKMY ITOJTyYaT JOCTYIT TOJIbKO K OJTHOMY TBOeMY ITpOGUJIIO B CETH, a HE KO
BCEM;

4. Eciu Tebs B3JI0MaJin, TO HeO6XO,E[I/IMO npenyrnpeanTb BCEX CBOMX 3HAKOMBIX,
KOTOpbIE ,Z[O6aBIIeHbI Yy TeOs B APYy3biX, O TOM, UTO TebsT B3JIOMaJIu ", BOBMOXHO, OT
TBOETO MMEHU 6Y,ELET pacCblyIaTbCAd CIIaM UM CCbIJIKM Ha (1)I/IH_II/IHI‘OBI)IE CaiThl;

5. YcraHoBu HageskHbIi maposib (PIN) Ha MOOWIBHBIN Telle(OH;
6. OTK/TIOUM COXpaHeHMe MMapoJisi B bpaysepe;

7. He otkpbiBaii daiiabl 1 Apyrue BIOXKEHUSI B MMUCbMaxX Jake eCay OHU IMPUILIA OT
TBOMX Jipy3eit. JIyulile yTOUHM Y HUX, OTIIPABJISIN JI OHU Tebe 3Tu (aiisbl.

IIndposas perryranms

LindpoBas pernyTramus - 3TO HeraTMBHAS MM MO3UTUBHAS MHGOpPMaLVs B ceTu O Tebe.
Kommpometupywoimas nHGopmaiys pa3MelleHHass B MHTEPHETE MOXKET Cepbe3HbIM
06pa3oM OTpa3UTbCS Ha TBOEJ peaybHOI ku3HU. «LludpoBast peryrauusi» - 3TO TBOM
UMUK, KOTOPBIN hopMupyeTcst 3 uHGopmalum o Tebe B MHTEPHETE.

TBOoe MeCTO >KMUTeNIbCTBA, YyuebObl, TBOe (PMHAHCOBOE TIIOJIOKEeHME, OCOOEHHOCTM
XapaKTepa ¥ paccKasbl 0 OJIM3KUX - BCe 9TO HAKaIlJIMBAETCS B CETH.

MHoOTMe TTOAPOCTKM JIETKOMbBICJIEHHO OTHOCSITCSI K ITyOJIMKAI[MM JIMIHOI MHPOpMAaIu B
MHTepHeTe, He TIOHMMAsT BO3MOKHBIX MTOCIeACTBUI. ThI 1aske He CMOKEIb JOraaThCs
o ToM, uTO ororpadus, pasmMellleHHas 5 JieT Ha3az, cTajga MPUUMHON O0TKAa3a MPUHSTD
Tebs1 Ha pabory.

KomMmeHnTapuu, pasmenieHue TBoux ¢dororpadmit u apyrue AeiCTBUS MOTYT He
MCUE3HYTh Aake I0C/Ie TOro, KaK Thl UX yAaJuIIb. Thl He 3HAEIb, KTO COXPaHUI 3Ty



MHbOpMaLMIo, TOIajia JIM OHA B ITIOMCKOBBIE CUCTEMBI M COXpaHM/IACh JIM OHA, a
IJIaBHOE: UTO MMOJyMAalOT O Tebe OKpysKarollee J0M, KOTOpble HAMAYT U YBUMIST 3TO.
Haiitu nadopmaiyio MHOTO JIeT CIYCTSI CMOXKET JTII00071 - Kak M3 J0OPbIX TTOOYKIeHMIA,
TaK ¥ C HAMEpPeHMEeM IPUUMHUTD Bpeji. DTO MOXKET ObITh KTO YTOIHO.

OCHOBHbBIE COBETHI I10 3aIuTe MM(PPOBOI permyTaiyn:

1. Tlogymaii, mpexae yeM YTO-TO MyOJMKOBATh U TepenaBaTh y cebst B 6iore miu B
COLIMA/IbHO CeTH;

2. B HacTpoiikax mpoduis yCTaHOBM OTpaHMUEeHMS Ha IIPOCMOTP TBOETO IMPOoQUIsS U ero
COJIEP>KMMOT0, CeJIait ero TOJIbKO «JJIST IPY3eii»;

3. He pa3memait 1 He yKa3biBaii MHGOpMAaIIO, KOTOpPasi MOKET KOTO-JIMO60 OCKOPOISITh
WUJIN OOVDKATh.

ABTOpCKOe ITpaBo

CoBpeMeHHbIe IIKOJIbHUKMA- aKTUBHbIE€ TII0Jb30BaTeNM IM(PPOBOTO IPOCTPAHCTBA.
OoHAaKO [ajeko He BCe 3HAlT, YTO II0Jb30BaHME MHOIMMM BO3MOKHOCTSIMMU
11dpoBOro Mupa TpedyeT cob/II0IeHNS TTpaB Ha MHTEJJIeKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH <«MHTEJIJIEKTyaJIbHasI COOCTBEHHOCTb» OTHOCUTCS K Pa3JIMUHBIM TBOPEHMUSIM
YyeJI0BeUYeckKoro yma, HauMHasi C HOBBIX M300peTeHMil ¥ 3HAKOB, 0003HAUAMIINX
COOCTBEHHOCTb Ha TPOAYKTbI M YCIYTM , M 3aKaHuMBas KHuUramu, dortorpadusmu,
KMHOMUIbMaMM ¥ MY3bIKaJIbHBIMU ITPOM3BEI€HUSIMMU.

ABTOpcKMe TIpaBa - 3TO TIIpaBa Ha MHTE/UIEKTyaJbHYI0 COOCTBEHHOCTb Ha
MpOM3BeIeHMsT HAayKM, JUTepaTypbl M MCKYCCTBA. ABTOPCKME IIpaBa BBICTYIAIOT B
KavyecTBe rapaHTUM TOTO, UTO MHTEJUIEKTYa/IbHBI/TBOPUECKMIT TPy aBTOpa He Oyner
HaIlpacHbIM, [acT €My CIIpaBejJiMBbie BO3MOKHOCTM 3apaboTaTh Ha pesyibTaTax
CBOEro TpyAa, IMOTYYUTh M3BECTHOCTh U IIpM3HaHue. HUKTo 6e3 paspelieHus aBTopa He
MOXEeT  BOCIIpOM3BOJOUTH €ro IIpou3BeleHMe, PpacIpoCTpaHsITh, IMYOJUUHO
IeMOHCTPUPOBATh, IPOAABATb, MMIIOPTUPOBATh, MYCKaTb B IPOKAT, MYOJUUHO
VICTIOJTHSITh, ITOKA3bIBATh/VICIIOJIHSTD B 3upe win pasMmelnaTth B IHTepHeTe.

Mcnonb3oBaHMe «MIMPATCKOTO» ITPOTPAMMHOrO OOecrieueHuss MOXKeT TPUBECTU K
MHOTMM pUCKaM: OT IMOTepM HAHHBIX K TBOMM aKKayHTaM A0 OJOKMPOBKM TBOETO
YCTPOJCTBA, TJle YCTaHOBJIEHHBIN He JierajibHas ITporpaMmma. He cTouT Takke 3a0bIBaTh,
YTO CYIIECTBYET JieTaJbHble 1 6eCIIaTHbIe ITPOTrPaMMbl, KOTOPbI€ MOXKHO HATU B CETH.

O noprane

CeTeBMuoK.pd - TBOI TIJIaBHBII COBETUMK B CeTU. 3HeCh Thl MOKeIlb y3HAaThb O
06e30MacHOCTY B CETM MOHSATHBIM M [OCTYITHBIM SI3bIKOM, a IIPY BO3HUKHOBEHUU
KPUTUYECKOM CUTyaluMu OOPaTUTHCSI 3a COBETOM. A TakKe IPUHATH ydacTue B
KOHKYpCax ¥ CTaTh CAMbIM M (PPOBBIM rpaxkgaHUHOM !
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